ABSTRACT: Most forensics models focus on the investigative process and its different phases and are characterized by a rather informal and intuitive approach. When a formalized process been introduced, in 1984, a new and improved computer forensics investigation processes have been developed. A digital forensics investigation is a process that used science and technology to examine digital objects and tests theories, which can be entered into a court of law, to answer questions about events that occurred. There is various digital forensics investigation models which consist different phases. The interchanging one or any steps may lead the incomplete results hence wrong interpretation and conclusion. In this paper we reviewed a few investigation processes or models; discuss the phases and identifying common phases.
I. INTRODUCTION
A digital forensic is an investigation process that uses science and technology to examine digital objects and that develops and tests theories, which can be entered into a court of law, to answer questions about events that occurred. In 1984, the FBI Laboratory and other law enforcement agencies began developing programs to examine computer evidence [1] .The procedure adopted in performing the computer forensic investigation has a direct influence to the outcome of the investigation. Digital forensics is the use of scientific methods for the identification, preservation, extraction and documentation of digital evidence derived from digital sources. [3] . The digital forensic process can be categorized into four different phases namely collection, examination, analysis and reporting [4, 5] .When introduced the initial digital forensic model in 1984, after that too many models has been described efficient methods to investigate a digital crime Scene [1] .Now a days when crime takes place in form of digital devices it has been very important to identified the crime and justified the crime [6] . Although authors has been proposed very effective model or a framework to identify the digital evidence or digital data.
Choosing the inappropriate investigative processes may lead to incomplete or missing evidence or data. Switching one step or bypassing any of the steps may lead to inconclusive results; therefore give rise to invalid conclusions. The evidences captured in an unstructured manner may risks of not being admissible in the court of law. It may be difficult or even confusing, to the junior forensic investigator to adopt the correct or appropriate investigation model.
The digital forensics investigations needed for examine digital objects and tests theories, which can be entered into a court of law, to answer questions about events that occurred. The digital forensics is used for identification, preservation, extraction and documentation of digital evidence. The digital forensic process used in Law enforcement, Military. The computer forensics is used to investigate a wide variety of criminal activity, including fraud, cyber stalking, murder, and child pornography. It providing the evidence capturing and reconstruction of process or providing the properties of reliability, authenticity and testability in indentify the computer crimes and fraud. It will serve a standard and reference for investigate the computer crime and fraud for computer forensic [6] . Not only a systematic way but also provides a complete solution for computer crime which is important need of the current changeable world.
II. RELATED WORK
Computer and network forensics methodologies consist of three basic components that refers to as the three computer forensics investigations. These are: acquiring the evidence while ensuring that the integrity is preserved, authenticating the validity of the extracted data, which involves that it is as valid as the original and analyzing the data while keeping its integrity. Some process model that put the three factors into consideration includes the Forensics Process Model and the Abstract Digital Forensics Model and the Integrated Digital Investigation Model [1] . It is claimed that digital forensics is a process that can be modeled with some reasonably established phases. Most proposed forensic models have focused on "the investigative process and the different phases, they addressed the complexity of an investigation and the features and functionality of devices, and the concrete principles of an investigation" [11] .
The methodology for dealing with digital evidence investigation so that the results be scientifically reliable and legally acceptable has proposed by pollitt [7] . It consist 4 distinct phases. In 2001, G. Palmer held the 1st Digital Forensics Research Workshop (DFRWS) and proposed a general purpose digital forensics investigation process [8] .
After the DFRWS investigation model, Reith, Carr and Gunsch [9] , proposed an enhanced model known as Abstract Digital Forensic Model. In 2003, the integrated digital Investigation Process was proposed by Carrier and Spafford [10] . The Enhanced Digital Investigation Process Model introduced a Traceback phase. This enables the investigator to trace back all the way to actual devices or computer used by the criminal to perform the crime. A frequently cited definition for Digital Forensic Science is that of the Digital Forensic Research Workshop (DFRWS) of 2001: "The use of scientifically derived and proven methods toward the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events found to be criminal, or helping to anticipate unauthorized actions shown to be disruptive to planned operations" [12] .
III. DIGITAL FORENSIC PROCESS
A digital forensic process uses science and technology to examine digital objects and develops and tests theories. The digital forensics process can be categorized into four different phases as collection, examination, analysis and reporting [5] . Collection: The first phase of digital forensics process is collection phase. The first step in the forensic process is to identify, label, record, and acquire data from the possible sources of relevant data. Examination: The next phase is to examine collected data, which involves assessing and extracting the relevant pieces of information from the collected data. Analysis: The next phase of the process is to analyse the results of the examination. Extracted and relevant data has been analysed to draw conclusion. Reporting: The final phase is reporting the results of analysis; this is the process of preparing and presenting the outcome of the analysis phase.
A. Computer Forensic Investigative Process (1984)
Methodology for dealing with digital evidence investigation was proposed by pollitt [7] . It has 4 distinct phases. Figure 1 : Computer Forensic Investigative Process In Acquisition phase, evidence was acquired in acceptable manner with proper approval from authority. It is followed by Identification phase whereby the tasks to identify the digital components from the acquired evidence and converting it to the format understood by human. The Evaluation phase comprise of the task to determine whether the components indentified in the previous phase, is indeed relevant to the case being investigated and can be considered as a legitimate evidence. In the final phase, Admission, the acquired & extracted evidence is presented in the court of law [2] .
B. DFRWS Investigative Model (2001)
G. Palmer held the 1st Digital Forensics Research Workshop (DFRWS) and proposed a general purpose digital forensics investigation process [8] . It has 6 phases.
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D. Integrated Digital Investigation Process (IDIP) (2003)
Integrated Digital investigation process was proposed by Carrier & Spafford [10] in 2003, to combine the various available investigative processes into one integrated model. The author introduces the concept of digital crime scene which refers to the virtual environment created by software and hardware where digital evidence of an incident or crime exists. The process started with a phase that require for the physical and operational infrastructure to be ready to support any future investigation. In this Readiness phase, the equipments must be ever ready and the personnel must be capable to use it effectively. This phase is indeed an ongoing phase throughout the lifecycle of an organization. It also consists of 2 sub-phases namely, Operation Readiness and Infrastructure Readiness. Immediately following the Readiness phase, is Deployment phase, which provide a mechanism for an incident to be detected and confirmed. 
IV. RECOGNISING COMMON PHASES
To identify the common phases shared by all of the presented models, we assigning the model no. to investigation models and sorted them. The result is shown in Table 1 . Then in next step we extract all of the phases within each of the investigation processes. Extracted phases were assigned with phase no. as unique id. The result is shown in Table 2 . V. CONCLUSION This paper starts with the digital forensic process then moves on the digital forensic investigation models. Here, we have discussed Computer Forensic Investigative Process, DFRWS Investigative Model, Abstract Digital Forensics Model and Integrated Digital Investigation Process. Each phase has a clear goal and requirements and procedures can be developed accordingly. Each model must be evaluated with respect to how it can handle different types of investigations. Based on the digital forensic investigation processes, we are able to extract the basic common investigation phases that are shared among all models.
